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Abstract 

 

Nowadays, we notice an increasing trend towards connected devices, this trend 

of connected devices instead of people is called Internet of Things (IoT). Most of these 

connected devices are wireless sensor and battery-driven which when they connected 

together, they compose Wireless Sensor Network (WSN). Current, WSN devices 

started to communicate through IP, which take ability to connect to internet, making 

WSN vulnerable against many attacks such as spoofing. This is a vital problem, since 

IoT devices often leak of protection due to its limitations. 

 

To the best of our knowledge, previous studies used public blockchain of protection 

IoT. This research presents the design, implementation, and evaluation of a new 

Blockchain model for IoT devices to protect them from spoofing attack.  

We build a model using blockchain, then employ IoT to build and test the model and 

simulate a real environment by Raspberry pi that using Raspbian OS. The proposed 

solution can protect IoT networks against variant types of spoofing attacks but not only 

can be applied to a variety of routing protocols. 

Our Experimental results of 100 experiments showed that our model was able to 

prevent a lot of spoofing attacks but time was increased by 42% with blockchain. 

 

Keywords 

Internet of Thing, IoT, Blockchain, spoofing, Raspberry pi.  
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 ملخص الدراسة 

عبارة عن وهو  IoT   مصطلح انترنت األشياء أو ما يُصطلح عليهزيادة استخدام  األخيرة،    السنواتفي    نالحظ

 اإلنترنت. من أجهزة االستشعار والمجسات صغيرة الحجم المترابطة عبر شبكة  مختلطة شبكة

يتم تشغلها   مكانيات مثل محدودية الذاكرة والتخزين والسرعة، وغالباً ماوهذه األجهزة غالباً ما تكون محدودة اال 

االحتيال والتي يطلق عليها مصطلح    سيما هجماتبواسطة البطارية. وهذا ما قد يجعلها عرضة لهجمات عديدة وال  

(spoofing attack .) 

لمواجهة هجمات    يعرض نموذج  البحث  التيهذا  األشياء، حيث يطرح هذا  االحتيال  انترنت  بيئة  لها   تتعرض 

  IoT .لبيئةمتكاملة  لتقدّم حمايةتقنية البلوكشين النموذج فكرة حماية هكذا بيئة باستخدام 

البلوكشين لحماية انترنت  يقدم هذا الحل   ببناء    األشياءالمقترح استخدام تقنية  من هجمات االحتيال حيث سنقوم 

انترنت   بيئة عمل  يحاكي  نظام تشغيل   باستخدام Raspberry Piمحاكاة مثل    أجهزةباستخدام    األشياءنموذج 

خلص     Raspbianيسمى   تشغيل  نظام  مستشعرات     Raspberry pi  ألجهزةوهو  الحرارة  واستخدام  مثل 

 . األجهزةوتطبيق تقنية البلوكشين على بيئة المحاكاة مع تنفيذ هجمات الخداع على  أخرى وأنواعوالرطوبة 

  األشياء أظهرت النتائج النهائية لهذا النموذج المقترح أن الحل كان قادراً على حماية وزيادة األمان في انترنت  

 % عند استخدام تقنية البلوكشين. 42بنسبة كبيرة لكن ظهر زيادة في الوقت بنسبة 
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Chapter  

Introduction 

 

Last year, the number of devices connected to the Internet of Things (IoT) grew 

rapidly. This trend will continue in the near future. More than 50 billion devices are 

expected to be connected to the internet by the year 2020. (Evans 2011). 

 

In the coming years, a large number of these appliances will be smart sensors, and 

these devices will spread rapidly around the world and be directly connected to the 

internet. The majority of these devices and sensors are tethered and have limited 

resource capabilities. There are a number of attacks that can be launched against them 

because this are connected to the internet. However, no security mechanisms are 

included in their operating system due to resource constraints. 

 

Below is a brief introduction to our research, including background information on 

IoT and blockchain technology, our thesis objectives, the problem statement, scope 

and limitations as well as an overview of the implementation process, including 

software requirements and hardware requirements. 

1.1 Background and Context 

Back in the days before multiple-device technology, no one could have imagined that 

one day every home-based computer would have the ability to be controlled from a 

remote location. As six o'clock approaches, smart sensors begin monitoring the car's 

headlights to determine when it's best to turn them on. IoT devices are creating this 

type of world. Devices that are currently connected to the Internet and can upload, 

download, save, and collect data are known as Internet of Things (IoT) devices. 
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1.2 Problem Statement 

Today, we can see a growing trend towards IoT devices and sensors, and these devices 

will spread rapidly around the world and be directly connected to the internet in the 

coming years. Most of these devices and sensors are wireless with limited resources, 

such as CPU, memory, and battery. So, it makes it vulnerable to many attacks due to 

being connected to the internet, and due to its resource constraint, no security 

mechanism will be included in its operating system. Spoofing is a common problem 

with IoT apps. This is the key attack: the adversary creates a computer that simulates 

devices on the IoT and uses the newly created system to obtain the wrong information 

on the IoT. This contributes to unreliable data and impacts not only individual 

computer data but any system in its process that uses user information. 

There is a known fact of the impact of blockchain in providing security in the principle 

of trust_no_one. And as the IoT is a network shared amongst a number of nodes; this 

work about investigating the use of blockchain technology to detect the spoofing attack 

in IoT environment. 

 

1.3 Objectives 

The main objective of this work is to build an accurate model to prevent spoofing 

attacks on IoT environment using blockchain technology. 

The following specific objectivs are outlined to achive the main objectiv presentd 

above: 

 

1- Review the literature by searching for relevant blockchain and IoT 

documentation. 

2- Create a WSN reference using Raspberry pi, without any attacks, and research 

the design of the network topology. 

3- Design and implementation Blockchain model for detecting and minimizing 

the effect of attacks. 
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4- Attempt to replicate the spoofing attack using the Raspberry pi. 

5- Experimental model and test. 

6- Evaluate the outcome and compare results with and without attacks. 

7- Validate the model to measure its accuracy and time. 

 

1.4 Scope  

1. The scope of this study is information security and more specifically controlling in 

IoT . 

2. Build simulation IoT by Raspberry pi devices.not realenvironment.  

3. Simulate spoofing attack in local networks and solutions using blockchain 

technology. 

 

1.5 Limitations  

• A major limitation is limited to real IoT devices and difficult to simulate it, so 

we simulate it by Raspberry pi devices. 

• Operating system for IoT, not all open source, we using Raspbian os. 

• The model is implemented in a testing environment. 

• Generalizing results of simulation carefully on real environment.  

 

1.6 Overview of Thesis 

Briefly summarize the thesis's contents. In effect, give the reader a preview of what is 

to come by summarizing the remainder of the thesis' remaining chapters. 

Chapter 2. Theoretical Background IoT security threats and wireless sensor networks 

are the main topics of this chapter. Wireless sensor networks are also briefly 

introduced. 

Chapter 3. Related Work Security and blockchain research are discussed in this 

chapter. 
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Chapter 4. Proposed Solution Our proposed solution to prevent/mitigate IoT 

Spoofing attacks is presented in this chapter, along with a detailed explanation of its 

components. 

Chapter 5. Methodology and Implementation As a result of an attack, this chapter 

describes the methodology used to analyze the impact on sensor resource consumption. 

It also specifies the simulation environment. Determining what is desired in an attack 

is also discussed, as is how to implement specific attacks within the Raspberry Pi 

simulator. 

Chapter 6. Results Analysis & Evaluation Our experiments are also discussed in 

detail in this chapter, as well as a clear overview of the results obtained in the previous 

chapter. 

Chapter 7. Conclision Finally, this chapter summarizes the thesis's main conclusions 

and offers some recommendations. 



 

 

Chapter 2  Theoretical Background 
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Chapter 2 

Theoretical Background 

 

Four main sections make up this chapter's theoretical background. The first section 

gives a general overview of what the Internet of Things is and its applications. Protocol 

Message Queuing Telemetry Transport in IoT will be discussed in the second part, as 

will variously attacks in IoT for detecting malicious behavior in wireless networks. 

The third section, presents a brief description of the blockchain technology and 

applecations are applied to increase security in IoT environment, also will be discussed 

which methods have been used and possible to prevent attack in IoT. 

As a final section, we will discuss the Raspberry Pi operating system, which is one of 

the most popular OSs used in IoT environments. 

 

2.1 The Internt of Things (IoT) 

The smart device's rapid growth has resulted in the internet of things (IoT). These 

terms are also known as things, IoT devices, smart devices, and sensors. IoT devices 

typically have limited resources (processing power, small batteries, and limited 

memory), but they can connect to the Internet, exchange data, and perform limited 

computing. Some people are familiar with IoT applications such as smart homes, 

industrial control, health monitoring, and smart grid. IoT, however, brought new 

security challenges as compared to the clear advantages. (Rull et al. 2018) 

2.1.1 IoT and Security 

IoT security is the technology area involved with the Internet of Things (IoT) 

defense of connected devices and networks. IoT includes the application of internet 

connectivity to a network of interlinked computer equipment, mechanical and digital 

devices, objects, animals and/or people. A unique identifier and the ability to 

automatically transfer data across a network is given for each thing. Allowing devices 

to connect to the internet exposes them to a number of serious attacks if not properly 

secured. 

 

IoT security became the subject of criticism following a number of high-profile 
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incidents in which a specific IoT system was used to penetrate and target the larger 

network.(Rull et al. 2018) 

Security is an afterthought in IoT technology, as it is in other similar technologies, and 

it is becoming a major barrier to the wider adoption of IoT-based services. A number 

of IoT security solutions have been proposed to address this issue. 

 

Studies have shown that an intruder in low-power networks can effectively interpose 

themselves within five minutes, and almost all attackers exploit routing protocol flaws. 

To launch internal attacks like data alteration, selective forwarding, jamming, or 

cloning, the attacker can easily obtain all security information from the 

compromised/captured node. 

Such attacks have a negative impact on the network's operation. When internal 

intruders try to inject false data into the network, they can cause network congestion 

and even denial of service. Monitoring IoT networks for intrusions and malicious 

activity is crucial to maintaining network security. 

2.1.2 Attacks on IoT 

The Internet of Things (IoT) is in most homes and workplaces everywhere 

nowadays. These devices, however, have increasingly been seen as a potential risk to 

cybersecurity: a Symantec study revealed that IoT cyber-attacks increased by a 

staggering 600 percent between 2016 and 2017. The Internet of Things (IoT) is rapidly 

expanding. The Internet of Things (IoT) is the wireless networking of computers. It's 

similar to a social network or an email service, but instead of connecting people, IoT 

literally connects smart devices such as computers, smartphones, smart home 

appliances, automation equipment, and so on. 

However, IoT is also a double-edged sword, similar to all forms of technology out 

there. It has its upsides, but this development is followed by serious threats. When 

manufacturers compete against each other to deliver the new product to the market, 

not many of them are addressing the security issues associated with their IoT devices. 
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Basically, there are many IoT security threats that prevail in our day to day 

used IoT devices which make this tech world more vulnerable. The area of embedded 

device security attacks is rising day by day. Figure 2-1 summarizes the attacks on IoT 

Systems. 

 

Figure 2-1 Attacks on IoT Devices 

 

 

Physical Attacks: 

These types of attacks interact with the components of the hardware and are much 

harder to execute because they require expe nsive equipment. Examples include de-

packing of chips, reconstruction of templates, micro-testing, and particle beam 

techniques 

 

Side Channel attacks: 

These attacks are focused on "side-channel knowledge" which can be obtained from 

the encryption system which is neither the plaintext to be encrypted nor the resulting 

ciphertext of the encryption method. Encryption devices generate easily measurable 

timing information, different kinds of radiation, power consumption statistics, and 

more. Some or all of this information is used by side-channel attacks to retrieve the 
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key the system uses. It is based on the fact that there are physical characteristics of 

logic operations that depend on the input data. Timing attacks, power analysis attacks, 

fault analytics attacks, electromagnetic attacks, environmental attacks are examples of 

side-channel information. (Babar et al. 2011) 

 

Cryptanalysis attacks: 

These attacks focus on the ciphertext and attempt to break the encryption, i.e., find the 

encryption key in order to obtain the plaintext. Ciphertext-only attack, Known-

plaintext attack, Choose Plaintext attack, Man-in-the-middle attack, and other 

cryptanalysis attacks are examples. (Babar et al. 2011) 

 

Software Attacks: 

In any program, software attacks are the main source of security vulnerabilities. 

Application attacks use their own communication mechanism to manipulate the 

system's application vulnerabilities. This type of attack involves the manipulation of 

buffer overflows and the use of trojan horse programs, worms or viruses to insert 

malicious code into the network. (Babar et al. 2011) 
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Network Attacks: 

Due to the broadcast nature of the transmission medium, wireless communication 

systems are susceptible to network security attacks. Assaults are generally categorized 

as active and passive assaults. Definitions of passive attacks include tracking and 

eavesdropping, analyzing traffic, disguise opponents, etc. 

 

 

Operating system of IoT: 

The main idea behind the Internet of Things is networking on a network between the 

web and tiny sensor-based devices. As we all know, each IoT device has a unique 

operating system perspective; thus, variability is unavoidable. To bring in new 

technologies, major technology companies are combining emerging software and 

hardware with IoT operating systems. An operating system is a component of IoT 

ventures. To power IoT devices from all over the world, modern IoT operating systems 

rely on cloud computing technology. Memory has a smaller footprint and is more 

efficient. Some open-source IoT operating systems can be used for IoT devices such 

as: 

Contiki: Contiki was developed in 2002 and is a particularly popular open-source IoT 

operating system for low-power microcontrollers and other IoT devices to run 

effectively using the IPv6 and IPv4 protocol. (Top 15 Best IoT Operating System For 

Your IoT Devices in 2020 n.d.) 

Android Things: Android Things is an IoT Operating System, and it is an invention 

of Google. As its previous name was Brillo, experts said that “Brillo is derived from 

android.” It can run on low power and supports Bluetooth and WiFi technology. 

RIoT: is one of the IoT operating systems designed for IoT services that are free open 

source. RIoT has a huge community of developers and has been published under a 

GNU Lesser General Public License. RIoT is named the IoT world's Linux for these 

two reasons. Academics, hobbyists, and various companies are bringing together their 

contribution to the development of the RIoT Operating System. (Lopez Pena and 

Munoz Fernandez 2019) 
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2.1.3 Attacks aginest IoT and Spoofing Attack 

Many IoT devices remain unsecured and the current vulnerabilities could be 

exploited by attackers to cause damage or steal confidential information. This section 

deals with the taxonomy of attacks by Spoofing and It also mentions the attack we 

want to test. 

Exhaustion of network resources: 

In other words, the purpose of the malicious node is to overload storage, memory 

and/or power consumption. This can be accomplished by compelling legitimate nodes 

to perform unnecessary actions in order to maximize their resource utilization. This 

can reduce network availability by congesting available connections or removing 

nodes, and thus reduce network lifetime. 

 

There are two categories within this one: 

1. Direct attacks, in which a malicious node causes a network overload by 

generating it directly.  

2. Indirect attacks: in which a malicious node causes other nodes to generate an 

overload. 

Spoofing Attack 

With the rise in IoT device deployment, the probability of spoofing attacks is 

increasing. A spoofing attack is an example of a cybercriminal breaking into a   

computer and then launching an attack on the host network to steal or destroy data. 

A spoofing attack occurs when a malicious party impersonates another network device 

or user in order to launch attacks against network hosts, steal data, spread malware, or 

circumvent access controls. Malicious parties can use a variety of spoofing attacks to 

accomplish this. Some of the most common methods include IPaddress spoofing 

attacks, ARP spoofing attacks and DNS server spoofing attacks. 

 

 

 

https://www.veracode.com/security/arp-spoofing
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IPAddress Spoofing Attacks: 

One of the most commonly used spoofing attack techniques is IPaddress spoofing. An 

attacker sends IPpackets from a fake (or 'spoofed') source address in an IPaddress 

spoofing attack in order to mask itself. IPspoofing is mostly used for denial-of-service 

attacks to overload networks and computers with packets that appear to be from 

legitimate IPaddress sources. 

 

IP spoofing attacks can be used for traffic overloading targets in two ways. One 

method is to simply flood a specific target with packets from several spoofed 

addresses. This strategy works by directly feeding a victim more data than it can 

handle. As an alternative, you can spoof the IP address of the target and send packets 

to several different recipients on the network. When another computer receives a 

packet, the packet is immediately sent back to the sender. Because spoofed packets are 

typically sent from the target's IP address, all responses to spoofed packets are also 

sent to the target's IP address. 

IP spoofing attacks can also be used to circumvent authentication based on IP 

addresses. When trust exists between machines on a network and internal systems, this 

approach can be used. When attempting to access systems to verify machines' 

identities, trust relationships use IP addresses (rather than user logins) rather than user 

logins. Spoofing attacks are used by malicious parties to pose as access authorization 

machines and circumvent trust-based security measures in networks, according to a 

new report. 

 

ARP Spoofing Attacks: 

IP addresses are resolved to MAC (Media Access Control) addresses using the ARP 

(Address Resolution Protocol) protocol, which is used for data transmission. Attacker 

sends false ARP messages across local area network in order to connect attacker's 

MAC address with IP address of legitimate member. Data that is meant to be sent to 

the attacker instead of the host's IP address is spoofed in this attack. It is widely used 

by malicious parties to steal data, alter data-in-transit, or stop traffic on a local area 
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network (LAN) ARP spoofing attacks may also be used to allow other types of attacks, 

including denial-of-service, session hijacking, and man-in-the-middle attacks. 

DNS Server Spoofing Attacks: 

An IP address is associated with a domain name using the Domain Name System 

(DNS). DNS is used to resolve URLs, email addresses, and other domain names into 

their IP addresses. Malicious parties can modify a DNS server in order to redirect a 

particular domain name to a different IP address. In many cases, the new IP address 

would be for a server managed by the attacker that contains malware-infected files. 

DNS server spoofing is also used to spread computer worms and viruses. 

 

2.2 Protocol Message Queuing Telemetry Transport in IoT 

There are many IoT protocols, but MQTT is one of the most widely used. Transport 

of Message Queuing Telemetry is the name of the service. If you want to share data 

between clients and servers using a lightweight messaging protocol, you can use 

operations to publish and subscribe to share data. Small size, low power consumption, 

minimal data packets and ease of implementation make it ideal for "machine-to-

machine" or "Internet of Things" applications.(Jayan 2018) 

2.3 Blockchain 

Blockchain is a distributed database that stores on blocks an organized list of 

transaction records that are unchangeable bound together through a chain. The blocks 

form a linear series in which each block refers to the previous block's hash, forming a 

block chain. Blockchain is managed by a node network and the same transactions are 

executed and registered by each of them. The transactions can be read by any node in 

the network. (Rull et al. 2018) 

2.3.1 Blockchain and IoT 

Blockchain and loT-based technologies ' rapid development process will bring 

changes in the way we live and communicate over the next decade as long as the 

priorities of preserving user privacy and data are maintained. 
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The loT and Blockchain convergence will create a good environment for maintaining 

data privacy and securing all connected devices from possible attacks. 

Blockchain's use can provide higher security compared to all data being stored in a 

central database. Damage from attacks on a database can be avoided in the data storage 

and management dimension. (Urien n.d.) 

 

 

Figure 2-2 The IoT network topologies used in past, today and in future 

(Blockchain IoT Projects and Applications | 2019 Guide n.d.) 

Figure 2-2 Illustrates the development of loT networks and how the application of 

Blockchain technology is expected to occur in the future. Both Blockchain and IoT-

based technologies ' rapid development process will bring changes in the way we live 

and connect over the next decade as long as the goals of protecting user privacy and 

data are maintained. 

 

2.4 Ethereum 

Decentralized applications (dApps) can be developed on Ethereum, an open 

blockchain platform. There are many different types of dApps that can be developed 

on the platform. When a state transition occurs, value and information can be 

transferred between accounts. Ether is the name of the cryptocurrency (or fuel) used 

internally in Ethereum. A nonce is used to ensure that transactions are only processed 

once, an ether balance, a contract code (if one is used), and an account storage are the 

four fields that make up an account. EVM runs users' Ethereum-deployed dApps 

(EVM). On the Ethereum network, each node runs the Ethereum Virtual Machine 
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(EVM), and all nodes execute the same commands. Two types of accounts are external 

accounts controlled by private keys and contractual accounts controlled by contract 

code Contract accounts can only be activated by external accounts. (Alrubei et al. 

2019) 

 

2.5 Building Blockchain 

 

 

Figure 2-3 blockchain data structure (Shahsavari, Zhang, and Talhi 2019) 

 

Block Header: 

 

The file header is made up of three block metadata sets. Next, there is a reference 

to a previous block hash that links this block in the blockchain to the previous 

block. The second set of metadata relates to the mining rivalry, namely the 



15 

 

complexity, timestamp, and nonce. Merkle tree root is the third piece of metadata, 

a data structure used to efficiently describe all of the block's transactions. 

Blockchain Transaction: 

Figure 2-4 shows the flowchart diagram of the scenario of our blockchain model. 

 

Figure 2-4 Proof of Work Flowchart (Ghimire and Selvaraj 2019) 

Blockchain is a type of diary or spreadsheet containing information about transactions 

and it generally represented as a Merkle tree. 

 

Each transaction generates a hash, in our model we will try to hashing the block header 

twice through the algorithm Keccak-256 (SHA-3) hash function. The result hash is 

called the block hash but is more accurately the block header hash, because only the 

block header is used to compute it. 
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2.6 Voting on a Blockchain: 

Blockchain can prevent the many attacks that the voting application is based on is not 

concerned with the protection of its internet connection, as no hacker with access to 

the terminal can influence other nodes. Voters can cast their vote effectively without 

revealing their public identity or political preferences. Officials can count votes with 

absolute certainty, recognizing only one vote can be assigned to each ID, no fakes can 

be produced and it's impossible to tamper. 

 

 

Figure 2-5 voting on blockchain 

 

2.7 Chapter Summery: 

In this chapter the Internet of Things (IoT) terminology and security issues are 

discussed in more detail, along with the most popular operating systems. IoT security 

was discussed in relation to the MQTT protocol, blockchain technology, and spoofing 

attacks against it. 

 



 

Chapter 3  Related Work  
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Chapter 3 

Related Work 

 

As a result of these studies, IoT security has been enhanced and attack problems such 

as spoofing have been resolved. Currently, blockchain is used to secure IoT. 

 

3.1 Security in IoT 

(Trabelsi and El-Hajj 2010) discussed ARP spoofing and evaluated the effectiveness 

of these security solutions in detecting ARP spoofing. MAC layer attacks, such as ARP 

spoofing, can be extremely dangerous. As far as ARP spoofing attacks are concerned, 

the XArp2 tool has been the most effective security solution. With the addition of ARP 

storm and scanning mechanisms, it still needs minor improvements compared to other 

security solutions. 

 

(Alotaibi and Elleithy 2016) Signal strength obtained from a wireless device's location 

is used to detect MAC address spoofing in wireless networks (RSS). Passive: They did 

not require any changes to standards or protocols. 99.77 percent, 93.16%, and 88.38 

percent accuracy were achieved when the intruder was 8–13 meters away, 4–8 meters 

away, and less than 4 meters away from the victim device. It was found that their 

solution outperformed three other approaches on the same testbed. It is based on a 

random forest ensemble method. 

 

(Dahiya and Gill 2017) this paper, using the ANN Backpropagation algorithm, they 

suggest a technique based on the efficiency / result of various training functions. The 

approach needs no modification in the protocols of IEEE 802.11 and has a low 

overhead performance. 

 

(Dorri et al. 2017) the outlines the different core components and transactions of the 

smart home tier. In addition, they provided a comprehensive analysis of security and 

privacy issues. For low-resource IoT devices, their simulations show that the 

overheads incurred by our method can be managed. Security and privacy are cited as 

significant benefits. To the best of our knowledge, this is the first study to optimize 
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BC in terms of smart homes. In their future research, the researchers will explore the 

applications of their platform to other IoT areas. 

 

(Shafagh et al. 2017) They focused on spoofing attack detection in this paper, despite 

the presence of numerous and low-cost IoT tools. Using virtual channels in MmWave 

and large MIMO 5G communication, a two-step detection scheme was proposed. This 

involved creating a virtual channel space and applying a machine learning based 

detection strategy. The results of the simulation showed that the proposed scheme was 

technically feasible. When there are 100 IoT apps, the Bayesian chance of the proposed 

detection is less than 0.5%. 

 

(Jayan 2018)  A communication protocol used in IoT networks has a vulnerability that 

can be mitigated using cryptographic primitives without compromising user 

friendliness, according to researchers. 

 

(Koh et al. 2016)  As a result of this research, they developed an audibility-aware 

system to detect spoofing attempts at locations. As a result, they developed an 

audibility-aware detection test called ELSA to detect spoofing attempts during 

inaudible scenarios. Both synthetic data and real-world datasets have shown that ELSA 

has better detection efficiency than traditional GLRT. 

 

3.2 Security and Blockchain 

(Jourjon 2019) studies the public blockchain of Ethereum as well as a consortium and 

private blockchains and quantifies the feasibility of attacks on man-in - the-middle and 

double spending against them. Then a set of counter-measures were proposed. Short-

term steps are to increase the number of confirmations. Long-term solutions consist of 

active monitoring of the network. 

 

(Moinet et al., 2017) In the context of autonomous wireless sensor networks, this paper 

proposes a new blockchain technology as a secure decentralized storage for 

cryptographic keys and trust information. Human-like knowledge-based trust model 
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shows how to use blockchain's immutability to provide high-problem solutions for 

decentralized ad-hoc networks. Blockchain Authentication and Trust Module How to 

develop an integrated solution that provides both authentication mechanisms and self-

organized trust assessment. 

 

(Tanana 2019) A metastable blockchain protocol is also recommended to ensure data 

integrity is maintained. Over standard blockchain protocol, metastable blockchain 

offers advantages in mass distributed computing, the authors note. It has been 

configured in the prototype's distributed data processing software to measure the 

checksum. Different checksum algorithms and computer units were evaluated in a 

managed virtual machine environment. 

 

3.3 IoT and Blockchain 

(Shafagh et al. 2017) A blockchain-based IoT architecture is presented in this paper, 

which allows for distributed access and data management. Unlike the existing trust 

model, which assigns access control of our data to a centralized authority, we give data 

ownershIP users access. As a result, the architecture is tailored to IoT data streams and 

enables secure data sharing. Access control management is stable and resilient thanks 

to the blockchain, which is used as a transparent and distributed access control layer. 

Blockchain-based decentralized storage systems allow IoT time series data to be stored 

at the network edge. It is agnostic to the type of storage nodes used; it encourages the 

use of both storage nodes and cloud services. 

 

(Singh and Kim n.d.) in this article, they offered advice on the use of blockchain 

technology to make the IoT model safer and more trustworthy. They concluded that 

the IoT will not be a full member of a blockchain network because of the high-end 

hardware requirements for the IoT. But the IoT will definitely benefit from the features 

introduced by the blockchain technology through the APIs offered by the network 

nodes or by any specialized intermediaries. The IoT could be made highly secure 

through these functionalities. The new and emerging blockchain cybersecurity issue 

was discussed. Blockchain technology mainly uses and concentrates research work in 

the finance field, since we know that Bitcoin is a blockchain-based cryptocurrency. 
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But they try to introduce blockchain technology for the IoT in their article to ensure 

secure data sharing between internet-connected devices. To this end, they have 

presented an overview of blockchain technology, IoT system security issues, and 

blockchain is also discussed and proposed as an IoT Security solution. 

 

3.4 Discussion and lacks of related work: 

IoT has made good progress, but there are still a number of drawbacks like: 

1. Most of research use algorithms to detect spoofing IoT, based on principle 

Trust No One we will use Blockchain. 

2. Most (if not all) of previous researches used public blockchain, we will try to 

implement blockchain model. 

3. Most of studies target general types of attacks as mentioned in another study, 

where we will target specific spoofing attack as possible. 



 

 

Chapter 4   

Proposed Solution and Methodology 
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Proposed Solution and Methodology 

 

An intrusion detection system presented in this thesis is described in this chapter, 

which explains how the system model was created. 

In the section 4.1 provides a general overview of the system, focusing on the 

requirements that must be met by the system's outer components. The methods of 

detection are then described in their own subsections within the chapter. 

 the subsection focuses on requirements for methods and proposes algorithms to solve 

the problems identified. The adversary model is included in both detection method 

subsections. 

4.1 Proposed Soluation Architecture 

In order to compare the two, an IoT system will be created without and with blockchain 

and compared. This MQTT protocol is used in IoT systems that do not use a blockchain 

to communicate with each other. By simulating spoofing attacks and observing their 

security aspects, both of these IoT systems will be evaluated for their security level. 

Below is an explanation of the system that will be used in our research. 

 

 

Figure 4-1 IoT system without blockchain Technology 
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There are two systems will be created. In this first scenario, the example is a smart 

home where devises are IoT. The smart devise will collect data, which will then be 

sent and shown on smart watch and smartphone. 

 

The communication protocol used is MQTT on the first IoT system without blockchain 

technology as shown in Figure 4-1. By publishing it on a topic, the smart device will 

send data through the broken MQTT. Then, the subject is subscribed to by smart watch 

and smart phone in order to obtain data from the smart device. 

 

 

Figure 4-2  IoT System using Blockchain Technology 

Meanwhile as shown in Figure 4-2, the second IoT scenario system will use 

blockchain technology to replace the MQTT protocol with blockchain network and 

smart contract. This smart contract acts as an intermediary for multi IoT devices 

that are connected to the blockchain network and used to store and retrieve data. 

 

By using a smart contract, the smart device will store data on the blockchain 

network, while smart watch and smart phone will use smart contract to collect data 

stored in the blockchain network. 
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Smart Contracts 

The code of smart contracts is final once they are deployed to the blockchain and 

cannot be changed.  As a result, during the development of the smart contracts, extra 

caution should be taken in the testing process so that as many bugs as possible could 

be possible and fixed. The web browser-based IDE "Remix" was used to develop the 

contracts in Solidity. The most important challenge we faced was optimizing the code 

to reduce the amount of gas required by each function, such that the fees paid to the 

blockchain while calling a function of our smart contracts are also minimized. 

 

 

Figure 4-3 Smart contract 

 

 

4.2 Research methodology 

To achieve the main objective of designing a primary IoT intrusion detection 

model, to test the IoT system's resources, have to use a Raspberry Pi, With and without 

malicious nodes, as shown in the following steps: 

 

• The reference network was building by Raspberry pi, which will contain (1 

main node) and (4 devices) without any malicious nodes and collect resources 

data, and we've chosen this small number of leaf nodes for testing; because the 

more nodes need checking, the more time it takes to get results. 

• Then insert into that model an infected leaf node (Spoofing Attack) and collect 

data on resources. 

• As expected from these initial experiments, the resources consumption for 

spoofing attacks will be exceeding the normal reference network. 

• Therefore, build the model by blockchain. 
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• Lastly, re-simulate the affected network with spoofing attacks, one by one, to 

study the effects of our model as shown in the proposed solution section. 

Having identified the main objective of the study, the proposed methodology is 

described as follows: 

1- Environment: 

By using simulator such as Raspberry pi to test our proposed model for mitigate 

spoofing attack we'll explain the working environment in the next chapter. 

2- Reference network: 

Firstly, as shown reference network in the previous section trying to build a simulated 

reference network, without any malicious nodes. We choose 4 nodes only to test the 

environment because we believe that the simulation will need a lot of our resources, 

so will begin with a limited number of nodes, if the simulation speed is good, and then 

try to increase the number of tested nodes. 

The first node is Raspberry with LED sensor to  check for lighting in place, second 

node with LDR sensor to motion capture, the third and fourth nodes have temperature-

humidity sensors to measure temperature and humidity in place. 

 

 

3- Simulation: 

Using Raspberry pi simulator with the parameters as it is default and which has been 

extensively evaluated in different works, simulation steps will be explaining in 

chapter5.  

4- Data collection: 

Data packets from Raspberry pi will be collected, and the following metrics are used 

for testing and evaluation of our proposed model. 

 

Table 4-1 Data packets from Raspberry pi 

Date Time Temp (C) Humidity % 

5/4/2021 7:9:5 27.50 62.0 

5/4/2021 7:9:20 27.70 58.6 

5/4/2021 7:9:37 28:20 56.7 

5/4/2021 7:10:8 29:10 51.4 
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Packet overhead: which is the total number of control packets. 

Delivery ratio: which is the number of data packets successfully delivered 

to the root node compared to the total number of data packets generated by 

all nodes in the network. 

Average end to end delay: which is average amount of time it takes for all 

packets from every node in the network, to be successfully delivered to the 

root. Lost and dropped packets are not consider in the calculation. The reason for the 

delay in time is the mining of the block and voting in blockchain. 

Inconsistencies: which are the number of packets detected by a node that are 

destoned for a descendant but also arrive from a child. 

Loops: which are the number of packets detected by a node that not only 

indicate an inconsistency but also have the flag enable. 

Network path stretch: define as a fraction of nodes having a path stretch 

greater than one. The path stretch of a node is the difference between its 

actual route cost and the cost of the shortest path. 

 

 

 

5- Data analysis/ results: 

After we complete our proposed experiments, we will compare our experiment with 

other previous proposed methodologies. 

6- Solution/countermeasures: proposed solution will be introduced and 

illustrated in proposed solution section. 

7- Test and evaluate: 

After building the model, our evaluation will measure its accuracy and time. 

 

4.3 Chapter Summery: 

To prevent spoofing attacks, we use blockchain technology in simulation IoT by 

Raspberry Pi in this chapter's summary. The implementation of the solution will be 

discussed in greater detail in the following chapter. 



 

 

Chapter 5  Implementation 
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Chapter 5 

Implementation 

 

This chapter there are two main objectives an overview of how to create a reference 

network using blockchain and Raspberry Pi, and an implementation of spoofing 

attacks. The attack will be explained in four different nodes, and then the problem will 

be solved using blockchain technology. 

5.1 Simulation environment  

IoT operating systems are diverse due to the heterogeneity of sensors and the rapid 

evolution of IoT devices, as shown in the proposed solution. Because of this, it is 

necessary to select a platform that is compatible with both project goals and objectives.  

In experiments, we used Raspberry pi to simulate IoT operating system and sensors. 

In these experiments, we used Raspberry pi version 3B+ with Memory 1GB, GPIO 

Extended 40-pin GPIO header, Storage 16GB and Power Input 5V/2.5A, the operating 

system called Raspbian. This can be download from this link1. 

 

5.1.1 Raspbian OS 

Raspbian is a free operating system based on Debian that is designed specifically for 

the Raspberry Pi hardware. An operating system is a collection of basic programs and 

utilities that allow your Raspberry Pi to function. Raspbian, on the other hand, offers 

more than just an operating system: it includes over 35,000 packages, which are 

precompiled software packages packaged in a convenient format for easy installation 

on Raspberry Pi. 

 
1 pi.orgRaspberryhttps://www. / 



28 

 

 
Figure 5-1 IoT workshop in Raspbian os  

 

5.2 Simulation Steps 

We can simulate wireless sensor node operation on the Raspberry Pi. These codes can 

be used to build the operating system (OS) and to establish the scenario, in reality, 

using real-time output from the operating system (OS). 

To simulate a wireless sensor network on a Raspberry Pi, we follow these steps: 

1- Start Raspberry by setup raspbian OS. 

2- Put sensors on Raspberry pi. 

3- Read data from sensors and do action such ase tempreture and humadity . 

4- After setuping all nodes, we do a spoofing attack on it. 

5- Install Blockchain using Etherum platform to develop the model, Ganache: is 

a personal blockchain for developing, deploying, and testing Ethereum 

distributed applications in a secure and critical environment.  

Truffle is a development environment, testing framework, and metamask wallet. 
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5.3 Creating A Simulation  

First. We need to creat a new simulation. To do this, we use Raspberry pi as shown in 

Figuer 5-2 and some sensors as tempreture, humidity, LDR, LED. This will present 

simple IoT device, then a data will be readen by python code. 

 

Figure 5-2 LED and Temp sensors with Raspberry pi  

 

 

Figure 5-3 python code to read LED sensor data 

As shown in Figure 5-3 the python code read data from LED sensor and print in screen. 
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The next step is to set blockchain. To do this, we install Ganache, truffle, and 

metamask wallet. In Raspberry pi we should specify our source file, if we specify the 

source code, then the compile commands become active. 

5.4 Implementation  

Using a Raspberry Pi to simulate IoT behavior and run a blockchain on it, this thesis' 

main part is simulation. We can use the same programs on raspberry pi as would on a 

real physical device because raspberry pi simulates it exactly. 

 

5.5 Analyzing 

It was necessary to conduct an experiment without attacks in order to measure the 

resource consumption without the blockchain during the analyzing phase. A 

comparison of the results of the experiment with those of other experiments is made. 

Accordingly, measurements and other values, such as time and security, can be 

compared. Finally, we discussed the results in order to determine the effectiveness of 

our solution. 

 

5.6 Evaluation Methodology 

A small degree of evaluation is performed iteratively during the thesis. This is followed 

by a micro-evaluation. First, the Raspberry Pi simulator is used to evaluate and verify 

the components of the intrusion detection system that were implemented. 

Metrics used to evaluate the framework are security and detection time. Also, time and 

security are taken into account when evaluating the second detection with the 

blockchain technology. 

 

5.7 The Simulation Model 

It was simulated in this study. Raspberry Pi was used to create this example. 
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Figure 5-4 Flowchart of the IoT system  

 

 

The flowchart of the IoT device is shown in Figure 5-4. The code is first executed to 

detect sensors. The Raspberry Pi development board analyzes the received packets. 

The first is to show all of the captured packets along with the sensing data, and the 

second is to analyze the received packets and extract three parameters: address, 

clusterId, and value. The three parameters received are published into the MQTT 

broker and saved in the database for later analysis. The stored sensing data is displayed 

through a webpage. 

scenario attack IoT device outside of our network impersonating IPof IoT device in-

home network, so data will be sent to the unauthorized device. 
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Figure 5-5 IoT Sends Data using MQTT 

 

Figure 5-6 IoT Receives Data using MQTT 

 

Figure 5-7 Display of Encrypted Message on the MQTT Broker 
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In Figures 5, 6, and 7, we can see that the IoT system has been implemented. Before 

being sent to the MQTT broker, IoT data was also encrypted. 

 

Figure 5-8 Flowchart of the IoT with Blockchain system  

As shown in Figure 5 8, smart contracts are deployed as a complementary solution to 

prevent spoofing attacks. IoT devices must first create a smart contract with an 

IPaddress or a range of addresses certified by a third-party authority in order to take 

part. Then, the smart contract is registered in a registry-based type of smart contract 

so that participation can be easily tracked and relevant smart contracts identified. 

Apparatus to advertise blacklisted or whitelisted IPaddresses to blockchain. 

The verifyIP () must be called before retrieving a list of IPpairs (source/destination) to 

ensure that the target IPaddress is proof-of-ownership. They will then be used by the 

network owner to block traffic to and from his/her network. 

The smart contract must first be registered with another smart contract registry, which 

keeps track of all related smart contracts that need to be tracked by that registry. 

The smart contract must first register itself in another smart contract Registry, which 

stores all relevant smart contracts to be monitored. As a result, listens for these 

changes, and any addition can be monitored and assessed against network properties, 

and a blocking rule can be applied if necessary. 
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Figure 5-9 Flowchart of IoT system with blockchain  

As shown in Figure 5-9 the normal way to IoT system run with blockchain. 

 

 

Figure 5-10 Flowchart of attack IoT system with blockchain  

Figure 5-10 described how attacker attack IoT system with blockchain. 
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Figure 5-11 IoT Stores Data on the Blockchain 

 
Figure 5-12 IoT Retrieves Data from the Blockchain 

 

According to Figures 11 and 12, the designed IoT system has been successfully 

implemented. As shown in Figure 11, the smart IoT is capable of storing data on the 

blockchain network, as indicated by the generation of transaction details. Similarly, in 

Figure 12, smart IoT was able to retrieve data from the blockchain network as desired. 

 

5.8 Chapter Summery 

Our methods for achieving the proposed solution were discussed in detail, along with 

tools and source code for the Raspberry Pi operating system, as well as modifications 

to the blockchain to reduce spoofing attacks. 

In the next chapter, we'll go over all of our experiments and results in greater detail. 



 

 

Chapter 6  Results Analysis and  

Evaluation 
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Chapter 6 

Results analysis and Evaluation 

 

Data collected after deploying the testbed described in chapter 1 will be presented and 

analyzed. Using Microsoft Excel, the results from the Raspberry Pi simulator will be 

filtered and summarized.  

Experiments and their simulations are divided into three phases as follow:  

The first phase: provides an example of a simple Five clients make up the Reference 

Network, which serves as the study's baseline. In order to evaluate this network, two 

metrics will be used: time and security. It was necessary to run 7 times during 10 

minutes (real time) the simulation of the reference network for the study to verify its 

consistency. 

The second phase: At this point, we will install our proposed system to see if it works 

effectively and what its effects will be on the entire network. 

The Third phase: Using time and security, we added a node with a spoofing attack to the 

reference network described in the previous phase, and then we installed our proposed 

blockchain system to see if it works effectively or not, and what its effects are on the network 

as a whole. 

Simulation of the reference network will result in baseline data that will be used to 

compare and evaluate the results obtained when simulating an attack. 
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6.1 Reference Network 

During the next set of experiments, a spoofing attack will be simulated on the reference 

network. It was necessary to run 4 times during 10 minutes (real time) in order to verify 

that the data collected was consistent. 

Client's nodes make up four of the 5 nodes in the experiment (which will send normal 

test hello packets every 4s to the server). Neither attackers nor spoofing are allowed 

on the network, because the goal is to see how many resources the network uses. 

6.1.1 Network Setup 

It has 5 nodes, one of which is the Server and 4 of which are Client nodes (which will 

send normal test hello packets to the server). Assailants are not present on the network. 

6.1.2 Results 

As shown in the table, the time for the summation of all sensors is equal to: 

Table 6-1 Experiments - time of IoT 

 

 Node 1 Node 2 Node 3 Node 4 Node 5 

Experiment 1 12 s 15s 10s 13s 15s 

Experiment 2 15s 17s 10s 15s 15s 

Experiment 3 12s 15s 11s 14s 16s 

Experiment 4 14s 19s 10s 16s 13s 

Experiment 5 16s 14s 14s 18s 14s 

Experiment 6 12s 16s 16s 16s 15s 

Experiment 7 14s 19s 14s 18s 16s 

Experiment 8 15s 17s 15s 17s 17s 

Experiment 9 16s 14s 13s 14s 13s 

Experiment 10 18s 13s 10s 14s 15s 

: : : : : : 
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Figure 6-1 Time average of IoT experiments 

As shown in Figure 6-1 the time average of many experiences in IoT devices in range 

of 13 sec to 16 sec in normal environment. 

 

6.2 Reference Netowrk with Blockchain 

6.2.1 Experiment objective: 

Time and security are measured in this experiment to show the time for all sensors 

using blockchain. As a result, IoT will be able to determine how much additional 

resources the blockchain provides. 

6.2.2 Network Setup: 

This experiment uses the same components and structure as exp 1, but instead of 

MQTT, we use blockchain instead. 

No attacks are conducted on the network; instead, we are testing our system's impact 

on Network behavior and resources. It is expected that blockhchain will increase time 

and security, and we will find out if this is true and how much it will increase time and 

security. 
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6.2.3 Results: 

As shown in theTable 6-2, the time for the summation with blockchain of all 

sensors is equal to:  

 

Table 6-2 Experiments - time of IoT with blockchain 

  Node 1 Node 2 Node 3 Node 4 Node 5 

Experiment 1 20s 23s 23s 26s 22s 

Experiment 2 22s 24s 23s 25s 23s 

Experiment 3 23s 23s 21s 26s 21s 

Experiment 4 20s 24s 22s 24s 21s 

Experiment 5 25s 25s 21s 25s 22s 

Experiment 6 26s 24s 23s 24s 23s 

Experiment 7 24s 26 24s 23s 24s 

Experiment 8 23s 22s 21s 24s 23s 

Experiment 9 22s 21s 23s 25s 24s 

Experiment 10 22s 25s 21s 26s 21s 

: : : : : : 
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Figure 6-2 Time average of IoT with blockchain experiments 

Figure 6-2 shows the average time of experiments on IoT devices with blockchain 

technology, time range between 22sec to 25sec. 

 

 

Figure 6-3 Comparison of average time 

As shown in Figure 6-3 Comparison of the average time between normal IoT devices 

and IoT with blockchain, the change between the average almost equal 42%, this 

increment of time can be high in comparison to gaining protection against attacks; 

thus, we can observe that the blockchain has very security on the IoT. 
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6.3 Results Discussion 

In our research, 100 experiments were conducted using a Raspberry Pi simulator 

running on Raspbian OS. Each experiment consisted of 5 Raspberry Pis, various 

sensors, and other special components. 

It is clear from the results of the four experiments that the research goals have been 

achieved. In order to test the performance of the proposed solution under a variety of 

conditions, including time and security, we conducted three phases of experiments.  

There were two main experiments discussed in the first phase of the project. It's a 

reference network whose results were used as a baseline for other experiments in the 

first experiment. Blockchain was added as part of our second experiment. 

The results at this phase imply that our proposed system has a big overhead on time, 

this overhead can be seen as an almost negligible effect in comparison to gaining 

protection against attacks. 

There were three main experiments discussed in the third phase of the project. While 

not using the proposed solution, in the first experiment, a spoofing attack node was 

added to the reference network to illustrate how spoofing attacks can affect a network. 

The solution was used in the second experiment, which was the second experiment in 

this phase, in order to prevent spoofing attacks. 

In the third phase, the spoofing attack against the IoT environment was discussed as 

the main experiment. To test the spoofing attack node, an IoT device was placed on 

the network. Our solution was not used in the second experiment, which added an 

attack node capable of spoofing. This was tested in the third experiment, where we 

tested our solution against spoofing attacks.  

We were able to detect attacks with a high percentage of true positives, thanks to the 

use of blockchain technology, which has been proven effective in increasing security 

in many fields. There is, however, a time overhead of 42% greater than the reference 

network. We were able to prevent the most dangerous side effects of spoofing attacks 

with our solution, which has an almost 95 %higher overall network security overhead 
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than a reference network, but let's not forget that security without our solution was 

only 50 %. 

6.4 Summary and conclusion  

On the other hand, in this chapter, we studied security threats and mitigation 

techniques associated with spoofing attacks, as well as proposed and validated a 

blockchain for IoT. IoT blockchain was developed. Security techniques were used to 

develop the blockchain. 



 

 

Chapter 7  Conclusion   
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Chapter 7  

Conclusion 

 

Conclusions are found in this chapter. To highlight the research's major contribution 

to existing knowledge in information security and blockchain technology, this page 

was created. Additionally, it highlights the need for additional research in the future. 

Using the Raspberry Pi and sensors to simulate an IoT environment, this thesis 

developed a blockchain model that prevents spoofing attack. The model is then tested 

in the IoT environment by measuring the time it takes for attacks to occur and the 

number of attacks that occur. 

Contribution  

An effective blockchain model for IoT is the major contribution of this research. 

Blockchain security risks and mitigation strategies were examined. For the Internet of 

Things, a spoofing attack was created. IoT devices can be protected from specific 

attacks, such as spoofing, using blockchain, as we have successfully demonstrated. 

Blockchain model was developed using commonly known security mitigation 

techniques, including IoT, MQTT protocol, ethereum and smart contracts.  

 

Recommendations 

These recommendations are the result of an experiment in this research. we used 

Raspberry pi to simulate IoT and using blockchain, in experimental noticed that time 

is the main factor to measuring if the blockchain is good for IoT, the result of this 

experiment if the time is very important, we don’t recommend using blockchain in 

sensitive fields like medicine.  If there are devices with high capacity and efficiency, 

we can overcome the time delay, but we should not forget the security is high, so we 

can use blockchain technology with IoT if delay time, not the main factor and don’t 

affect performance. when the delay in time is simple, we can pass it to increase security 

such as in appliances: air conditioning, garage door, etc.  
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Future Work  

We demonstrated that blockchain for IoT can be effective in a simulated IoT 

environment using a Raspberry pi; however, there are additional areas of research as 

test models on the real environments and try other kinds of attacks that can improve 

the model developed in this thesis. 
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